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WITHOUT EVER LEAVING HIS OFFIJCE

Secrets of the Intelligence 3erv:.ces

F. Sergeyev, Candidate of Economic Sciences
L]

Just as they did a hundred and even & thotisand years &ge, the
"wnights of the cloak and dagger" continue to operate in all cornerse
of the world, supplying thelr agencles with espionage reports, and
as the requirements of the intelligence services for secret infurma-
tion have increased, 3o too have the scale and &xtent of this kind of
spying. The passage of time, however, has modified both thsa purpﬁses
of esplonage and the scope of its activity - and thus alsc the “i
techniques and methods whereby information is asquired. This 18
particularly true of the menagement of data analysis and assessment,

o r‘;ﬁ&g;ﬂﬁ“f ‘igﬂﬁ'm&@ﬁ;ﬁ!

During the second half of the twentieth century, during the age
of the sclence snd technology revelution, the time-honored "shot~in-
the-dark” approach to intelligence work rarely bears frult.
"Mystericus pursuits,” "atrugglés on the platforims of spesding
express trains,” "seductions of carriers cf state secrets by alluring

in the best detective-story and movie-thriller style - may still of
course actually take place, as needed, in the clandestire wapr even
in this space anl nuclear-missile age. But what might be réﬁ&rved
to as the "specific welght” of operations of this type in, &ay, the
overall activity balarce of the US Central Intelligenoi Aganuy, hos
piwumeted downward. And this by no means lecause the directors of
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-sclentists whose tash 1% ig to clasalfy, analyee, and assess, an

 magesines, radie, tw&av&m&any national and internstional exhibiis,
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US inteiligence are reéluctant to soll their hands with dirty
business - quite %hgxqgntrary. It is, in fact, common knowledge that .
US intelligence cpératinna are distinguished precisaoly by J
aggressiveness, brutatité, and little concern -~ the niceties. The 1
fact 13, however, thst through the use merely of the old, traditional \
techniques of espivnsgge ong cannot possibly unravel as intricate a

problem as vhe determination of anothes country's military-economic J
potential —~ gnd that is precisely the name of the game in one of the
most essential areazs of intelligence operations today

As the problsms,; 8O ghe methcds.,

The intelligenze agenﬁj of today 1s primarily a vast scientifilc
research apparatus or establiishment relying not oniy and, indeed,
rat as <uch on secret, conspiratorial methods as on modern
capabilities in the ce&ie#tion, analysis, and systematiging of
acquired datsz., 1In tba t&chnically advenced intelligence agencies of
the imperialist states?® personnel rosters include large numbers of

enormous flood of raw datgf-without ever setting foot outside their
country or, often, thel® own office. And this ensire mass of
information reaches them not from the reports of some secret agents
or other, bu. from sources ﬁhich‘are tbsolutely accessible to anyoﬁe
and everyocne gnd which in the intelligence field are known as overt“
sources. These are tha ﬂame sources without which nn civilized

state can functlon in the age of the asﬁ;&tﬂtﬁc and teehnicll
revoiution gnc vhe "inforsmtion explosion™: rewspapers and

1ibrary @xehmnge §raawamﬂ, lnbarnntional anientific and oultu@al
exchenge programs, snd the 1239. T™his "tn!ornttion ex;losion“ ‘has

also been uaﬁpsﬁ hy the ihtellissnce comaunity for 1ts own purticular |
ends.. »

®In Russian pclitical Jarndn the 1uperialist states are the ns

United Kingdon, West Germany, Prmmea, and, oacnstonally, Portugal - o
Translator's Note, : . |
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And it didn't begin today.
4

A Lvttle Baockground

Even in former times, to determine the military capabilitles of
their opponents inteliigence agencles have avalled themselves of open
sourees. ‘A classical example iliustrating how, as Alle.. Dulles put
it, intelligence can be waged "without even leaving your office,”
might be the case of Berthold Jakoch.

A German Journalist and military-affairs expert, Jakob emigrated
to England and in the early thirties wrote a good .cal about Hitler's
army, the rearmament cf which had Just begun. In London he published
a book which discussed in detaill the organlization of the Fasclist war
machine, described its “igh-echelon military leadership, and
blographed 1ts leading general-staffers and no 1esé than 169 generals.
Hitler ordered his intelligence adviser, Col. Waiter Nikolal, %o
discover {rom what scurces the author had derived this valuable
information and to discover the names of his accomplices.

Wesemann, a German secret operative, was given the task of
trapping Jakob. Wesemann, passing himself off as ar emigré from
fascist Germany to Switzerland and 8 publisher, opened a bookshcp in
the city of Basel, not far from the German border. He then contacted
Jakob, inviting him to visit Switzerland ostensi*ly to discuss
publication-nelated business. The latter accepted the lnvitation and
arrived in Basel. During a luncheon, Hesemann, taking advantage of
a brief absence of Jaked, dropped 'S aletpin; pill in his wine glass.

The unwaneating joumlist quufM the wine and imdutely fell
1eep deaemann requeited the wa&tor to holp tranaport hir
"mtoxicataé" fri:nd to a wutinc oar.  Jakod woke to find himself
in oemny - . |

o iie Was . ta&cen str&ism uuy 1:0 ﬂntm Rudquarten and brought
to- an office whux-e ho was oonfrontod hy N.tkolu
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"Everything published in my book," Jakob ma!ntained, "was taken
from newspapers. The basls for the assertic. that Major General
Haase 18 in command of the 17th Division statloned near Nurenberg, I
ﬂ obtained from an obltuary in a local newspaper. It revorted tuat

Gen. Haase, Commandont of the 17th Division, attended the funeral.'
Jakob continued: "In a paper published at Ulm, among the soclety
items I found a plece on the wedding of the daughter of Col. Wirow

tc a certain Maj. Stemmermann. The item mentioned that Wirow is in
command of the 306th Regiment of the 25th Division. Stemmermann had
been posted as lialson cofficer to that division. Attending the
wedding was a certaln Maj. Gen. Shaller, referred to as the commanding
officer of that division. The paper revorted that he had arrived

frop Stuttgardt, where his division was gquartered..."

For all practical‘purpOSés this #nded the interrogation. Nikolai
reported to Hitler that Jakob had obtaincd all his information on the
~ Wehrmacht rruin German newspapers.

Meanwhile, a diplomatic incident had arisen over Jakob's
kidnapying. The Swiss were demanding his release. The (German
‘ Minister of roreign Affairs, 11 1iating a search for Jakob, located
him in a Gestapo Jail. Several months later, Jakob did in fact
return to Switzerland, where he had the epportunity to teil of his
. abduction,

Bizjer'b intelligance also made extensive use of legal
Oﬁportunities. psr*icuzarls the annmy s _press coverage. ‘In operation
in Germany during World War Two were 380 information and scientific
rasearch 1n:titucea. ‘Meny of these establishments {(for 1natanoe,
the "Ruasian Institute" in Wannsee) were geared tc determine the
mtlitary«economic potsntial of pocsible future opponernts through
’meticnlous analysis of tbeir overt publications. A large portion of
‘the 1nforuation or the Pirst Department of the Abwehr, under the

gdiroction of Col, Hans Pickenbrock, was baaed on "the ability to read
bctwsen thc linea of ‘Soviet printed publications, on the debdbriefing
of returning travelera, and on methods cf office 1nte111gence,
Javanese intglligence agencies employed similar methods.
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For its part, the United States extensively copled German and
Japanese technigues with overt sources. During the Second World War,
US intelligence obtained a sizeable share of 1ts informaticn on the
enemy directly f: .. the German, Itallian, and Japanese press. Allied
intelligence age 1cies set up special agencies in Europe and Asia
which bought up newspapers and sclentific Journals or subscribed to
them tarough neutral countries, with transshipment by air to
Washington, New York, and London.

General William Donovan, Chief of US Strategic Intelligence [0SS8],
onee said, shortly after the war, that the Americans were able to
determine Wehrmacht personnel casualties by analyzing the lists of
fallen officers published in German provincial papers. "It is well
known," sald Donovan, "that in all armles there 1s a proportion or
ravio between the -wumber of enlisted men and officers, and,
concequently, between the casualties in both categories. On this
basis, our research-analyst specialists were able to compute the
numerical strength of the German Army in 1943." Acgording to

wonovan, these estimates were confirmed after the cessation of
hostilities.

Even befcre the war the Americans had begun thelr study of the
military-economic potential in Japan. It was naturslly easy for
American specialists to percelve tha. agricultural production
constitutes ore of th- most vuinerable aspectc of that countr)'s
econonmy, ='nce it was permanently based on the use of artifidial
fertilizers. 1t was for this reason that the two amhll 1slanda of
Nauru and Oksan, on whieh were atored enormous supplies of phoaphates.

- were included on the strcteg'; Largating lists._

In 1942, an economist at the University of Pehnaylvaﬁia,
Dr. Roberi Strauss-Hupe, called attentlon to the fact that, prior te
the war, Japan hac imported the major poftion_of her fertilizers frox
French possessions in North Af.ics. Honever,'by 1942 US troops were
already present there. Japan, aowever, ar Straﬁés»ﬂupe was able to

~determine from sources published in Japan 1tself, was not
experiencing any shortage of fertilizer. The question, then,
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'nothing,thét is available and potentially useful.”" Under %today's
conditions, this study has taken on the form of an important,

enormous numbers of military and civilian specialiste. When conducted

< frequently provides a basls for important, far-reaching (beyond the
scope of the text itself) conclusions on the other side's strategic

'The constant involvement ol new preduction and nonproduction
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naturally arose: how were the losses being recouped? Strauss-Hupe j N
suggested that the ferts izer sas being brought in from the island |

of Nauru, which was especially rich in alkaline guanc (bird manure)

and phosphates. Aerial reconnaissance confirmed the suggestion.

Photographs showed that new production facilities has been built on

the island and that there was 2an unusual number of transport vessels

awalting loading at the docks. The island was subjected to masslve

bombing. A short time later, information began to come in regarding

the gradual exhaustion of fertilizer supplies in Japan and, &as an

aftermath, an impending food crisis.

That's hlstory, but we're more interested in the present day.
*

The Role of Overt Sources Tuday ‘ !

.ork with overt information scurces became most intense in the {
US during the postwar period. Such recognized American intelllgence ;
authorities as A. Dulles, S. Kent, L. Farago, W. McGovern and { !

- numerous others have devoted speclal studles to the Justification or

the +~_~rtance of this branch of intelligence — and cof the enormous ; |
experditur.~ 1t entails, ‘ 1

'In the United States, American writers tell us, the study of
open sources of foreign states has been so organized as "tc overlook

scientifically geared area of 1ntelligence actlvity employing

by highly prafessional specialists, work with unclassified material

capabilities and on the wﬂaknésses ir, his military-economic posture.

enterprises in the servicing of military requirements, aiong with
the increasing structural complexity of the coverall concept of
military-economic potential, has meant expanded opportunitles for
the assessment of that potential, ani its individual components,
from indirect data.

n
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Somewhat curious in thils respect is che st: ~menc of the
American political observer G. Ransom. Emphaslzine that i.e United
States Joes not =ly entirely on clandestine operations, but draws
on overt information regarding the scientiflc and englneering
achievements of the USSR, he cites as a substantlating example the
following specific case. '"A press story on the laying of a railrocad
In a deserted area may provide an intelillgenve impe*us for the
collection of data on that area and for a determination as to
whether, at “he terminal of that rail line, there might not be an
airstrip., a steel plart, or a unanium mine." Such facts, concludes
Ransom, extracted from open scurces, "may be no less important to¢
our military and forelgn-policy planning than the fly-~-by of a new model
of the 'Bison' aircraft (long-range bomter) durlng a Moscow parade."

The sclentific technlques presently used in the intelligence
field for the ccllatlion and summarizing of fragmentary and d'sjcinted
raw data from open-literature sources, aiong with modern technical
facilities for the storage and processing of the materlal, encure
the rapid systematization and digesting of a vast mass of collected i
infermation. Following this, it is not particularly difficult to
cenvert iv into an etfective basic for military-economic projections
and strategic decisicn making. Mcreover, the processing and analysls
of this kind of information has opened up colossal possibilities for
the-borrowlng ¢ foreign ideas for the develcoment c¢f one's own
science, technclogy, and productlon, as well as possiblliities in . _
teras of timely analysis of the econcmle situation in the interests |
of explolting new markets.

W. Mcdovern writes: "It is extremely difficult to compute i
-mathematical.y, but I am inclined to beileve that in the process of
praparing strategic declsions approximately 20 percent of the haslc
information is obtained through secret sources, with Qbout 80
percent fiom overt, legal sources.™ L. Paragoe asserts that 90
sireent of the Information take can be derived from open sources.

While there =ay be some argument on the -~e=centages, the essen.e
of the matter remal!ns unchanged. Of course, 1t w.uld be natve tc

o e i

—— - - . . - AR AR i g g
. an . ———




interpret these ratics as an lndication of some cutback In classified
intelligence operations. That "twenty percent,” for example,
attributed by US writers to secret, cla=ssifi d scurces, is
qualitatively and quancitatlively an altogether different thing than
in the past. In the first vlace, i{ 1s twenty percent of the
literally millions of facts which are today absorbed and digested

by an incredibly proliferated intellligence machlne — and thls must
mearn, consequently, a step-up also in the volume of clandestine
operatlons. In the second place, given the present state of the
intelligence art, this same "twenty percent" 1s no longer the
groping, uncertaln work in the dark that it once was, but a rigor-
ously direc*ted activity, constantly corrected on the basis of the
most advarced technology, sclentific research, and data-flow
anaiysis, meaning therefore an incomparable qualitative lmprovement
in classified intelligence efforts. The ultimate result, therefore,
is that these clandestine activities are more strictly ard more
precisely orlented, with major attentlios centered on certain key
areas determined in accordance with the development of the enemy's
military-economic potential.

At the same time, however, the ln.elligence services of the
Imperialist states are forced also to contend with the present-day
evolution of International relations, with the pogstures of the
cpposing forces in the world arena. It is no longer quite so simple
to 1liegally Introduce one’s "own' man intec an allen world anag it is
not quite so simple to recrult secret agents in sthat world. There
are also certgin stardards of internaticnal law to be considered
and the danger of incidents and compiications batween gouv- roments o
be fear=d2 — &ll the more since the energ~tic counterintelligence
activities of the forces cpposing the imperiaiists increase
considerably the rilsk of faillure. Why then run any risk <t aii in
areas whepre th.e necessary irformation can be Lad without Jfeopardy
and, what is more, with even greater speed!

We repeat: the division of tasks witnin tie Inte llgence flel?
In no way signifles any desire for ~lean skirts on the part of the

recpie respanulble for its conduct. I anyrthing,

Just tie cpposite -
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sgeret cpergtions are invoked for the more serious and mere crucial
Jobs hkeyond the capablliitles of the spy satellite, the high-fiving

reconnaissanc? alreraft, or the high-speed-computer lnformatio
CErNEL.

What are they after? What 1s the mission of US intelligence
in 1ts collection of overt, unclassified material?

Analysis of American literaturec on the subject would seem to
indicate three basic directions 1n the exploitation of open-source
intelligence information. Of these, clearly the most essentlal is
the coilectlon ol general political, #o. omic, and military
informa:ion vital tc assessments of the military-economic and
mofale—political potentlal of the countries under intelligence
suprveillance., The importance of this efforc derlves from the fact
tnat 1t 1s precisely this general information which underlies the
fundamental strategie orientaticn of incerested government agencles,
both miXitary and elvilian. 1In its approacn to this task, US
intesiligence collects the entire range of Jdata that might be needed
to wage economic, political, diplomatic, and propaganda warfare.

The gecord directior has to do with the ac~ "sition of epecial
inteiligence informat.on relating to spec! .. areas of economics,

science and engineering, milltary é-ctrine. This information is

generallv earmarked fcm a more res.rict:’ =ocon of speclalists and

serves as a data-base for the elaboration of strategic planning. *

Finalliy, there 1s a third area in which open sources plav a
substantial role. This the biographical area, the collection of
informacion on individuals.

US intelligence is interested not only
L. oub:

inding statesmen, politicians, public and military filgures, ;
and prominent scientists, but slso, as ve shall see later on, in less ;
distingulshed personalities, elther already active in specified

sectors of the econom,, production, science, politics, armed lorces,

or members of the younger generation thought to be particulariy
promising.
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The source material fcr this entire range of information 1s
generally-avallable printed documentution, beginning wilth officlal
reports and ending with reference publicavivas of every concelvable
kind. For the intelligence specialist werking on a specific problem
even thils information may serve as a basls itor important extra-
polations. In one publlcized official document cof the '3 Army
Intelligence Agency the statement was made that, with natericl of
this type available, "each side can draw -~onclusions regarding the
other side’'s intentionc and will know how to act." Based on this
general information, "guideiine systems" are compiled - a setr of
dates permitting the formulation of hypotheses on events in the
Tuture and the predi.tion of the policy lines to be followed by
parpicular states.

In the exploltation of overt sources, each of these sources 1s
given maximum attention, since vaiuable information may appear i: an
entirely unexpected context or may emerge from collation. In this
way, the intelligence view field embraces the big-city and
provincial press, radio, television, specialized unclassifled
military publications, Journals and reference puvlicaticns in the
area of scilence and englineering which may nct be distributed abroad
but are readily avallable within a given country, as well as all

other printed materials not of an entirely restricted nature.

American intellligence naturally focuses 1its most detalled
attentlon on sclentiric works from the socialls* countries in the
areas of atomlic energy, nuclear physics, cosmic radlation, chemistry,
blology, rocketry, rocket fuel advances, electronics, remote-contral
mechanlcs, automation, and other key disciplines of modern sclence
and technoleogv. As 2 result ol the processing and anaiysls of oven-
source literature, intelligence {s able to collect information
relating to the state of the art in sclence, englneering, industry,
and the armed establishment, as well as with respect to other vital
factors bearing on the defensive capablilities of the soclalist
naticns. For the trained specialils®, often the simple mention of an
intelligence~sensitive item is enough to provide a foundation for
far-reaching dgeductions.

s A i P
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Giver. the present vas:c range of econnmlc, sclentific-technical,
and military informatior, it is altogether natural that articles on
various aspects of these disciplines should find thelr way into
public print; indeed, 1t could hardly be otherwlse. While these
articles will probably not contaln any classified information, still
the meticulous, systematlc study of the entire aggregate of
published data, together with analysis, summarization, and assessment,
can provide the careful intelligence speclalist with a fairly accurate
plcture of the statuc and trends In a speclfic area of science or

economics.

In the middle fifties, for example (as we can Judge by Amerlcan
oublications), by "day-to-day scrzening" and anaiysis of data from
unciassified Soviet foreign trade publications dealing with aluminum
US Intelligence zttempted vo determine the timetable for the Soviet
Union's transition to an extensive missile-construction program and
cutback in militar: alrcraft., In the sixtles, through its study of
the technical literature of the soclalist countrles, the Scientific
and Technical Intelligence Center of the US Alr Force
persistently sought the answer to the question as to the kind of
high-stress-resistant metal these countries intended to use for ‘
gammna-ray protection of the cockpits cf their military aircraft,
During these same years, the very fact of the proliferation of
publications dealing with zero-~visibility intercept fighter training
exerclses led UJ Intelligence to ¢crrclide that a construction program
fer alrcraft of this type was underway in soclalicst countriles. In
another case, one American agent legally statlconed in Moscow was
given the assignment of reporting on the magnitude of the oil yleld
at Baku and Groznyy. For more than a year, that agent made a dally
study of the entire local and central press and of a&ll publiications
dealing with these petroleum industry lcocatlions. In the middile
sixtles. through analysis of ne Sovi ¢t {and principally the Moscow)
periodical press, U5 inielllgence =rdeavored to cohtaln inforaation
cn Scviet R&D werk with funglclides — special preparations added to
aviatior or rocket fuel for the purpose of destroving the bacteria
which can foul instrumentes and currode containers. At about the same

period, wWestern intelligence agencles were particularly intrigued by

11
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dentrally published military — and especially local — Sovlet press
reports dealling with our modern clvillan-defense system; for two
&ears, prominent American gpeclalists scrupulously studied everything
we published on thils subject.

The great intere:t certaln di.lomats of the capltalist countries
show in the reading rooms of the public libraries of Moscow and
Leningrad 1s also no mere personal quirk. On this subJect Farago
writes: "Often a visit to the reading rooms of the public iibrarles
will provide an intelli_ence officer with more than the files of the
general staff.,"

Not infrequently, primitive camouflage may be used to galn
accéss to speclalized literature. One foreign diplomat, at great
pains to pass himself off as a physiclst, amazed the employees of a
library by hls variegated interests and abillity, in a single sitting,
to digest masses of speclal publications. In a single day's time he
requested the following tit.es: "Use of Electrovacuum and Semi-
conductor Instruments," "Technlcal Informntlon on Capital Construction,"
and "Selected Technical Information Artinsles on Alrcraft Engineering."
On hils next visit he ordered six voiumes of the Journal Elestronics.
But on the same days, in another public library, he withdrew works
which had been submitted in competition for the Lenin Prize: "Overall
Mechanizatiorn and Autcmation ot Radic Capacitor Production," and
"Coilected Articles on Problems of Producticn Management Improvement "
wille 1n yet a third library he studied a public accession file of
211 recently recelved llterature {(with restricsive markings) on
radlo-ele~tronics plus a number of other scientific and technical
publlcations. Fven . fcol would realize that in so short a period
of time no physicist could possibly even cursorily scan so ambitious
an amoiunt of reading material.

One more example of work with overt sources. This one was
reported on by the US military magazine Nilitary Review. "In the
196U November parade in Mosc~w there was the fipst display of a UQ~
barrel rocket-iauncher. The barrel caliber was anywhere from 110 to
140 mm, with the length approximately twWwo meters. The launcher was

12
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mounted on the chassis of the new Soviet military -uck, the ‘'Ural
375,' which has replaced the ‘ZIL 151' and 'ZIL 156! trucks. The
tUral 375' nas a maximum speed of 75 km/h and an unrefueled range
of 650 km. The effective firing range of the new launcher is from
12 to 16 km."

AR T R 8
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Wherce this high degree of knowledgeabllity? From intclligence,
of course, Someone, a:tually at Red Square, had photographed the
parade — as did someone else also, at a more remote televislon set.
What follows 1s simple: the Americans analyze greatly enlarged still
photographs of television transmissions which are of interest to H
them. ' p

P

Another fact provides a curlous basis for tracing “he character ; ;
and thrust of US analytical intelligerce activities. Our public i {
press carried a picture of a strategic missile. Although aware that : ‘
the appearance of the missile might have been altered by retouching, _ 3
US specialists still undertook to reconstruct its general configura-
tion and certain technical-tactical characteristics. Using a varlety
of techniques, they coplied the photograph and made drawings from 1it,
after which they compared these drawings with avallable informstion,

performing *he necessary mathematical computations and logical
operations.

i i e SR 1y e, e T

In the view of American writers, the coilection of open-
literature informstion constitutes the first e«._sential step in the
study of an intelligence-related subject. In his discussion of the
matrer, for instance, S, icnt /rites that no bufposerui illegai
{clandestine] activities are possible at gll without rirst studying
§ . the sublect by overt scurces. "Clandescine intelligence agents,"
he writes, "wi.l not know what they should be looking for unless
they ar: sble to make extensive use of the dats which they themselves
or some cther intelligence agency has overtly acquired. The establish-
ment of the object, ita further elaboration, its reporting - ail thias
18 activity within the scope of free and cvert intelligence.”
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. Toward the middle sisties, US intelligence, through a careful
anaiysis of complete four-; ar sets offcertain Soviet jwuurnals,
expressed the belief that our séiwntig;a were gctively engaged in a
study of the effect of shortwave radio emissions on animals and
humans. Subsequently, a group ¢f &merican operatives (a group, not
an individual!) was entrusted with the assignment of verifying the
validity of this supposition. V¥ithout discussing how they endeavored
to achleve thelr purposes, let us merely note that, judging by the :
actions of these agents, they conetntrated thelr attention primarily . 3
on sclentiflc articles, reports, snd statements.

It 1s also known that US military intelligence specially
screened the list of all Soviet subscribers to the American Journal
Migsiles and Rockete in an effort to determine which Soviet men of

; science and which research crganizations are involved in the area of
' gulded missiles.

T IR T ot i

And, as we have already noted, American secret services show the
keenest possible interest in personnel studies.

Before and during wartime, blographical information is
particularly valuable as an ald to predicting the behavior of a given
individual of authoratative status in a specific situation, and thus
by extension the actions of the organization or forces under his :
control or commard. Here it is important to realize that any g
individual occupying a position of prominerce in any'country or in
7:;§' any way standing apart from the mass bfvpeopln_arOund him 1s an

5 object of persistent scrutiny by the CIA. Blogrsphical data‘ane :
drawn from a wide varlety of sources, including yresé as well is \ : b
~ classified and other charinels. Personnel information is & vital |
‘2lement not merely in military estimates, but — and thls 1is especially
significant ~ in everv-day intelligence and counterintelligbnée
operations. Despite the reluctance of American writers to deal

extensive.y with the subject, it 1s precisely this factor wiiich 1is
decisive, ' o
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According to reports lsaked to the Western press, toward the
middle sixties US intelligence files contained information on more
than 10,000 Soviet scientists and specialists alone. It is sald that
in certain US embassies and missions there are even specially
installed electronic computers for the instantaneous retrieval of
information on individuals of interest to intelligence authoritiles.
The chief center which receives pnd systematizes an uninterrupted
flow of "ata of this kind remains, of course, the CIA.

In their effort to gather information on scientists and
specialists of the socialist countries and to learn what they may be
working on, US intelligence, just as that of the remaining Western
nations, calls on a wide bag of tricks. During the first technical
exhibit by the United Xingdom in the Soviet Union in 1960, the
Intelligence Office (in which, it will be remembered, the British
cooperate with the Americans and Canadians) relied heavily on the
natural interest of young Soviet specialists in the latest develop-
rments in radio electronics. Around the display stands carrying
these l.unovations (and¢ they always drew a large crowd) gulde-
sonsultants, sperially schooled by intelligence authorities for their
role, were on duty. Happily satisfying the curlosity of the visitors,
these guides handed out attractively printed brochures and catalogs,
taking pains the vhile to note the areas c® professional inteprest.

Te such visitors the "guides"»ueuld propose a detailed written
consultation, promising to send more complete information, to which
end they naturally inquired ‘88 to the visitor's address, including,
of course, that of his plaee of bnsinea%. A1l cthis in pursuit of a
single goal: the com: 1atioa of & list of young specislists engaged
in the field of oltctrumxcn and rocketry and the acquisition of the
addresses of certain of our restri ted institutes and entarprises.

This has aiready become something of a tradition. The
pro&pectusas availsbio at all US and British technical exhibits in
Noscow announsce the wiliintness of one or nnother firm to supply all
interested parties with exhaustive L:chnicnl data -~ »ut with a singls

proviso: 111 out the form, indi¢ ic8 your address, place of busineas,
prorcaaion. nature of your work, and thc “inquiry you wish answered.

15
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We might add that, as a rule, thi~e prospectuses are intraduced into
the USSR illegally and are circulated, together with the questionnaire,
with great circumspection.

In 1969 there was held in Moscow an international exposition
under the title "Automation 69" — the first universal exhibit in the
Sovliet Union of electronic control machines and overal@ systems for
automatic process regulation in industry and agriculture. Participa-
ting in the exposition, in addition to the Soviet Union, were
twenty~-two countries, with a total attendance ol 700,000 people.
Obviously, something like this had to seem an almost custom-made
paradise for intelligence operatives., The "guldes" went into
tireless operation, handing out brog{mres, promising anyone and
everyone any supplemental technical information, even for items not
then actually on display. And again, the same old ploy — the
questionnaire, the card, the special form to be filled out; in a
word, let the gulde and his firm know what the visitor is interested
in, what his work is, and where to send the reply. The "question-
naires" and "forms" followed more or less the same format: "last
name, first name, patronymic, place ol business, occupation, academic
degree held, home address, business and home telephone numbers,
questions of interest to the visitor, questions concerning which the
viaitor would like additional information." This, for example, was
the text © one British firm's "questionnaire," prepared,
1ncidenbglly, well in advance. At first sight, nothing unusual...
an“expasisioh is, after all, an exposition, and a desire to assist the
visitﬂr 12 expand hia intellectual horizons can only be regarded as

nohlq d!QdA The potnt is, however, that this "horizon-expansion®
ex*roise was lllo the mission (in any event, the intended mission) of

'timpcritlist 1ntellsscn¢e.

o-x-gm-nng recsptions for Soviet sclentists and specialists
visiting the exhibit, the foreign firms would ulsa 1nv1te to than
the dipleantic ropresontativns of other cnbaaaiss. Theae diploauts
wauld. as 3 zpneral rule, be uell reliearsed in techniaal mattorl ‘and
uould shau themsslves to be highly oconversant on the princtpla oubjwot
arens or tha enhibit - and what elsctrcnics and systeus nuto-ation

16
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means in the modern world is obvious to even the last dullard. So
zaglous, in fact, were some participants in the "Automation 69"
expoalition that an appropriate official remonstration was made to .ue
representatives of eight Western European and one American firm.

2

How Overt Information i{e Proocessed

The problems associated with the storage and systematization of
the data obtained from the study of the open-literature sources of the
socislist countries are 30 complex and vast that the intelligence
agencies of the imperialist states are constantly seeking new
organizational approaches to the concentration and coordination of
efforts in this area. To this end, in the United States, England,

West Germany, and other countries, special establishments have been
created and are 'n operation.

Until quite recently, the primary center in the United States
involved in the extraction of information from generally available
printed publications from the Soviet Union and other soclalist
countries was the State Department. Participation in this effort by
cther government agencies was determined by their special require-
ments. However, in 1955 a congressionsl committee on the reorganiza-

- tlon of government agencies, after an in-depth study, recommended t).at

the State Department be relleved of this function and that it be
transferred to the CIA glong with broad powert to call on the
ssslstance of other agencies. The proposal was 2180 put forward to

-institute at the diplomatioc missions of the United States in

certain ocountries the position of scientific attaché, whose job it
would be to collect press-~reported information and process it for

- the Central Intellisonee Anoncv._ "In corncution with the Tact,” so
»,»atuta the committee's findings, "that the CIA, along witr the other

intcl;iacncg agencies, x- failing to fully oxploit the ¢, portunities

- to acquire the valusble mtlitary and technical informa’!én contained

in the socientific and technical reports published in nther obuntrite.-
and has ‘been ahxftinc this burden exciusively to the Department of

| State, this tvspon:ibility should be removed from -he Department of.
State and eatrusted to the CIA, with the conferril on that Agency of

the right to uppoint speaial attachés capable of oonductlnz this
17
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operation abroad." According to I. Yosten, this recommendation was
approved by the congress.

As the first-priority task in thls operation the Central
Intelligence Agency conslders the timely collectlon of all avallable
printed publications in the countries of interest to it. Various
channels are employed for thls purpose, including such techniques as
the book exchanges carried cut by large libraries and lnvolving
hundreds of thousands of titles.

The reader will dorbtless be interested to learn that the U3
Embassy in Moscow and the diplomatic missions of other
capitalist countries either buy or subscribe to centrally published,
1oéal,_and departmental newspapers and Journals, along with all
kinds of literature and handbooks on science and technology, industry
and agriculture, transportation and communication. In addition,
newspapers, journals, and other open infcrmational sources are also
acquired through American tourists, the members of different
delegations, students and post-graduates studyving in the USSR. There
15 a special group of US Embassy staffer> who quite iiterally hunt
down every book in which there might be even the most oblique

information of special interest.

The Americana follow the lates . developments in Soviet literature
through cstelogs, gulde books, or publicity folders, acquiring items
of interest either by subse¢ription or through the "Kniga-Pochtoy™
erganizatiun or directly at the bookstores. 0ddly enough, they work
through the "Kniga-Pochtoy" system mainly to obtain books from

» hegion; of the country closed to foreigners, While the principal

mass of iiterature 1s purchased directly at bookstores or stands.

" Everythiag in the way of literat.re published in the USSR is
gr. .ped or classified by problem area: science and tec'nology,

~ economics, politics, jurlsprudence, military science, culture,
’ GOQiety:and education, medicine, guide books. subscription publica-
- tions, miscellaneous. Each :ection 15 in turn broken dcwn into

several subject areas.

18
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As far as permanent "customers" are concerned, the U5 Embassy
has mo.e than encugh. It fills orders for the Dorumentaticn Scction
of the Intelligence Directorate of US Air Forces in Eurcpe
(Wiesbaden). Soviet city maps are bought up primarlily on order
from the Special Department of the US Army Map Service. Large ship-
ments of books are sent from the Emvassy to the CIA and US con-

gressional libraries and tc other organizations, where they undergo

N N L T ey

processing. Press studies have been entrusted to a special group of

US Embassy staff workers in Moscow with a knowledge of Russian. Great j
importance is attached to the acquisition of books and brochures from
republic-level, kray, and oblast' publishing houses. US Embassy

officials, and at their behest other Americans as well, generally é
carry with them literature from the Baltlc Republlcs, White Russis, §
and‘the Ukraine (written for tre most part in the languages of these
republics). In Leningrad their particular efrort 1s to obtain

books on shipbuilding, instrument manufacture, and optics; in Baku - i
on the petrochemical industry; in *he cities of the Ukraine — the ;
steel industry, and sc on.

Americans display a3 keen interest 1in all kinds of cartographic
material, carefully amassing data on Soviet cartographic and suirvey
erganiz~tions and researching both the appropriate publications of
the Soviet Academy of Scienccs and every conceivable textbook cn
i geodesy and mapmaking. They ére asslduous 4in theib purchases of clty
guides, tourist route maps .particularly for Castern and Western
Siberia), atla.es and highway maps, and all Arcctic material. If this
waren't encugh, they hunt dow every book in which they suspect the
. présance of large-gcale charts Oor layovuts of specific Soviet reglons
.§ {for instance, Civil War bocks, books on travel through Siteria,

? : Altay, and Central Asia;.

: ’ According to the Few York Heraid Trilune, the _IA lidrary "85 a
monthly accesslon 1is* of as many as 200,000 coples of various
printed foreign publications, predominantly from the countries of the
socialist commonwealth.

Cver the years there has aiso been a steady increase in what thr
US Embassy in Moscow spends on subscriptions to periodical literature.
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Based on Soyuspechat' (Main Administration for the Distribution of
Publications) statistics, in 1968 the US Embassy subscribed ve 900
Soviet newspaper and magazine titles ( f which 83 percent dealt with
economics, sclence, and technology). Thils was six times more than

in 1960. Of the two categories of specialized journals — for
11dividual subscribers and agenc'zc — subscriptions were entered only
for those journals which are carmarkea for agencles. In addition,
the Americans in Moscow subscribed to over 130 tltles of newspapers
and magazines from other soclalist countries.

And so the "entpral Intelligence Agency has become ~ glgantic
center at which is concentrated and processed every possible kind of
open literature obtained in many nations of the world. "All this
open literature," Allen Dulles once wrot:s, “is, as 1* were, the grain
to be threshed in the mill of intelllgence.”" Thils naturally requires
tne creation of a powerful processing apparatus 2Qua,.ed with the
latest advances of technology.

It has been learned from US publications that 1In thc zixties,
CIA branches engaged in the processing of Soviet scientific literature
were supplemented by several hundred employees of the Analysls ahd
Inveatigations Branch of the US State Department. While 1t 1s true
that even now the State Department 13 cuntinuing its Zrtudy cof Soviet
printed scurce material, the basic emphasis at that departmernt is
directed to social and pollitical problems. (There are reports that
untll quite recently the Department's lavestigative branches emnloyed
sver 100 "Russia speclalists" and an additional 30 at reglonal desks.)

All infcrmation of 2 political, economic, military »and
scxlentific-technical nature — particularly with respect . tre Soeviet
Union — received at the CIA from whatever sgources 13 concentrated in
its Information Branch, which 13 the dally reciplent ¢f an average
of from 100 to 150 fresh intelligerce bulletina. Here this material
{5 systematized, electronicaliy processed, ard studied by experts.

By far the greater part of the Informution 1s obtalned throug the
processing, analysis, and collatton of officlal data drawn from

newspapers, Jjournals, reference works, the publicaticns of acuademies
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cf sciences and scientific research organlzations, dissertations,
statistical reports, government de«rees, transcriptions of radio and
television broadcasts and also of radio-telephone conversations in
troupy units, geolegical teams, sclentliic expeditions, construction
sites, and the like. Within only a twenty-four hour period the CIA's
so~called "monitor service" recelves and records almost six

milliicn words in sixty languages.

Irn addition cvo the CIA and State Department Intelligence, oven-
literature sources of the socialist countries are also studied by the
intelligence ag.ucles of the Army, Air Force, and Navy, the National
Securlity Age~-~y, the Atomic Energy Commision, the Information Agency,
the "Russian Institutes" of research centers and universities, the
Institute for Defense Probiem Analysis [IDA], the scilentific labora-
tories of the larger firms, and certain private organlzations. Some
idea of the specific nature of the functions of each of these
organizations can be galned through the example of the prccessing,
already menticned, of the Soviet ICBM phsotograph. This was made the
specific task of & branch of the researc: labor: “ories of the Bendix
worperation (Michigan), as most competent irn this area. Unt’l quite
recently, the Library of Congress had a special Space Technology
Branch [ATD], which served the Pentagon as a scurce of intelligence
on Soviet military and space programs. This branch was staffed by
230 experts, most of them emigrés from the USSR, engaged in the
translatloa and »orecessing of Soviet sclentific publications.

But even *that 1sn't a... In search of the necessary information
which might provide the basls for the development of new means of mass
destruction, the United States has set up speclal offices, so-called
"Buck Rogers 0Offices,” which study foreign science-fiction literature.
It 15 known, for example, that in charge at the Pentagon of the
analysis of all sclence-fiction literature nublished 1n the USSR is
cne Albert de Ferry. Along with this, the Office foliows the more
authoritaitive foreign journals and public-tions dealiing with science
and technology.
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In recent years there has been an even greater upsurge to
intelligence gathering through the sclentific analysis of open
publications. Annually, on the exploitation of Soviet sclentific
and technical iiterature alone, the United States spends more than
100 million doilars. Scores of Soviet Journals are translated
carrently and .on a cover-to-cover basls, not to mention an enormous
number of isolated works and articles. The followlng fact is
symptomatic: 1n US military agencles transliations of articles
openly published in the Soviet Union, dealing, for example, with the
Armed Forces and the Academy of Sclences, are Irequently, according
to Princeton Unlversity's Prof. O. Morgenstern, consultant to the
Joint Congressional Committece on Atamlic Energy, classified "Secret"
to avold divulging the probiem srea of interest to American
authorities. Almost cne-~quartc of the abstracts published in .uch
publications as Nuclear Physice Abstrasts and Chemical Abstracts
reflect the content of artlcles published in Soviet scilentific
Journals. It 1s likewise known that all recent translations of
Soviet Journals are renorted in Teehnical Tranglations, released for
agencles of the federal sclentific and technical iInformatiou
community.

The same organization puts out a ccllectlion entitled Soviet Bloe
Research in Geophysice, Astronomy, and Space. And, finally, the
Library of Congress publlishes a monthly 1ist of new accessions in
Russian, this being the basic bilbllographical publfcation on Soviet
sclence, partlcularly with respect to space.

All this involves the expenditure of enormous, almocst incalculable
funds. It is a fact that the McGraw Hiil Publishing Company alone,
intimately assoclatod with the CIA, was paid a cne-time fee of several
milllon dollars by the US Air Force to organize the collectlon of
open-literature informatizn on Soviet R&D establishments.

The *ntelligence establishments of the western countries, which
cooperate with the US, are also engaged in similar work. In Ergland,
for example, the leading organizatlon for the collectlon and
systematization of Scoviet open-literature sclentific literature is
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the Department of Scientific and Industrial Research. As early as
1359 the Britilsh press reported on the nature of th.s Department's
activities: "At the present time, a small group of people working
In Regent Park 1s directing one of the most efficient 'intelligence
networks' 1n the West, and they're doing it right out in the open..."

With respect to the actual method used by US intelligence
agencles to exploit their data store, general information from open
sources 1is classifled and forms the basis cof numerous and constantly
revised "intelllgence encycloped’ as," which are complled in the
manner of conventional encyclopedias with groupings by country. The
data contained in these publications are used both by those working J
in the area of forelgn policy and military strategy and by those
engaged in the analysils of intelligence information.

In the preparation of "biogr~nhical" information, the dossier
method 1s also employed. Diplomatic agencles run dossiers on the
polltical figures of foreign states; military agencies — on the
top-echzlon and senior officers of foreign armies, navies, and alr
forces, and even on noncommissioned and officer personnel of, for
example, submarine crews, 'nit officers of the standing army, and the
like. An interesting point is that & dossier is kept regardless o,
whether the "subJect" is regarded as a potential friend or foe.
According to I. Yosten, "There is a card-file in Washington in which
entries are made on even relatively liftle—knowh bolitieal flgures
and business people of small neuvtrai states - that 1s, on individusals
who do nol even remotely suspect that the fact of their existence
could possibly be of any interest tn the Americans. But even Iin
that small country a situation m;ght develop one fine day requiring'
fast acticon, in which event the CIA must have st its disposal
exhaustive data on sany man who, by virtue of an unexpected turﬁ of
events, might find himsel: in a paosition of responsibllity." These
dogslers and card-riles contaln Inferwation on the actt.!*les of
the subjects in gqusstion — their past, thelr thinking, their hablts,
thelr character, their material Qircumstaéces,.zhei‘ connections,
thelr published works, the influence they e4ert on the pgiitieai ife

of the country, their prolable position ia the event of war, and so
forth, ’
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The ClA's enormous open-source workload necessarily requires
c:rrent ar. advanced methods for the processing, storage, and
exploitation of information which naturally becomes rapluly obsolete _
and worthless. Modern technology alone can make it passible te : : !
operate effilciently on this scale.

Tie "information explosion," that 1s, the incredlble increase
in the number »~ publications observed in recen* years, along with
rapid advances 1n computer engineerlng and the assoclated more
extensive use of automation, has glven rise to th~ emevgence cof the
relativel; young discipline of machine translation. For the United
States tne great importance of the sclentific research belng conducted
in the Soviet Union makes the problem c¢f the translation into
English of Russian texts even that much more acute. As acknowledged
by American writers, because of the shortage of cualified translators
and soaring translatlon costs it 1s becoming lnereasingly difficult
to meet the requirements of concerned departments and agencles. ’his
s the reason for the large government alliccations for the development
f more advanced forms of machine transl-tiomn.

[

o]

In a book by S, Pershke published in the United States in 1968
under the title Machine Translation — Secord Dasvelopment Stage
nention was made of the {mct that the US Air Force Forelgn
Technology Divislon was translating Russlan texts into Engllsh at
2 ger *ral race of about 100,000 werds a day.

CP P R

Data for the early sixtles indicate the availabllity to the CIA
of an electronic machine translating texts of average difflculty
from Fusslan to English at speeds of 33,000 words per hour. Some
American e¢conomis*ts have calculated that ths cost of machine

D). A "\ PR s - e 2Pt %

translation is atout $7 per 1000 Russian words (excludu.. ead
ana capital cxpenditures for research, but inciuding computer , ;
amcrtigation costs anl keypunch cperator salarles).  With this coest i

ricture, machine translation is advantageous in their opiniun even
shen part of the work will have to be "manually" repested. Electronic
computers (including those Ior textual translation) are avallabie te
other U3 intelligence agencles as well. .
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4ll the information flowing into the CIA 1s stored on punchcards
(by the middie sixtles there were up to 40 milllon of them). Whenever
an employee of that agency has a need to refer to the llterature on
a given subjec., he feeds the "brain" a 1list of key words (numbering
approximately twenty-five) on the area of interest. The machine
locates the microfilmed material, rephotographs 1t in ultraviclet
light, and displays the tiny cards by means of a speclal projector.

From time to time reports find their way to the pages of the
American press cn the technical equipment base supporting the CIi's
nodern analytical-reference system. Nevertheless, for sll the
rapid evolution of computers, translation machines, microfilming, and
tne other facllitles requlred for this purpose, the CIA, 1f we are
t¢ be gulded by the statements of the zame authors, 1s still unsable
tce cope with the rising floodtlide -~ open-literature foreign sources
in need cf instantaneous processing. It 1s known that up until
quite recently machines were able to account for the translation of
only seven percent of the Jovi2t sclence and technology publications
received in the United States (700 miilion words a year). Possibly
these data are now somewhat obsolete, but they d¢ attest to a new
contradliction: between the total scope of the information-collection
effort and the realistic technical possibiiitien for Ilts exploitation.

In conclusion, 1t should be noted that &s they constantly seek
to parfect their system for the gathering, storage, and utiiization
of the overt sources of socialiat countries, the diroctors of US
intelligence are gt the same {ime studying the measures being taken
by these countries to impede the use [ their open literasture, |
Keeping in mind this "counteraction sxperience," the Amcricans then

devise their own techniques atmed at limiting the other side's
- opportunities to exploit US overt publications for information of

interest. The initiation of this undertaking dates back to the
period when the director's chair at CIA was held by General Smith,
who one day éecidqd_to run- a8 kind of check. He contracted with a

~ group of highly competent specislists from one of the large American

universities to have them study the latest npan publications,
newspaper articles, congressional session minutes, government reports,

FTD-HT-23-871-70 25

. . - . -
t wa G

i e Bl A R

Jee———_




S i |

Ranct il

monographs, printed speeches, etc., and to determine what kind of an
assessment of US capabilities an "enemy" might be 2ble to formulate
by analyzing these unclassified sources. All these materials were
easlly available either free of charge or for a modest sum. The
conclusion of these experts whose Interests lay neither in under-
statement nor in exaggeratlion, was to the effect that the presumable
picture open to the "enemy" regarding US miliféry‘might indicate
that "in order to discover certain important defense-related secrets
and the general order of battle of the US Armed Forces, an
intelligence service need only devote several weeks to the study of
vie open literature hy a speclally created competent group."

General Smith's report, based on the findings of these

academlc speclalists, war the subject of high-level government
deliberations.

L]

In Summary

The equipping of intelligence services with advanced computer
and electronic facilitles has today made 1t pocssible to rapidly
systematlze and digest data holdings and to convert them into an
effective in-depth analysis base for intelligence forecasting. Under
the conditions of the modern world, the inteiligence interest of one
state with respect to another has become s0 all-encompassing that it
¢ be satisfied only through the overall exploitation of all

informat*on~acquistion capabilities, including, of course, open-
ilterature sources.

The use of overt sources releases clandestine peroonnel for more -

difficult and responsidble assignaen*s s 1ot 'uicuviuu 58 possible only
on an 1119;&1 basis and which thus Jutify the natienal riask mvolvcd.

Regardless of the quar*itative ;reportions which mly exist

batweer the various forms of 1ntnlligance uot&vity, it nust be uebt

catesorically stressed that thc use by foreisn 1ntelli¢0nco of open~ .
literature 1nromtion sgurces constitutes a grave danar to any

government. No ghe can fall to see that. in todty‘s world with its
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rapid deve ~nment of scientific and engineering thought, no single
advanced nation, without decriment to its own progress, can restriost
open souces Or can renounce scientific and technical publication,
bvok and journal exchange programs, exhibits and expositions, or
other forms of intellectual intercourse. However, it is ii our
power to complicate for forelgn intelligence their legal intelligence
activities and to minimize the damage which those activities may
inflict on our natiorgl interests. This can be achieved primarily
through the proper analysis of our own open literature. Much here
also depends on our understanding cf the operational methods employed
by foreign intelligence in their exploitation of overt sources, and
on the timely and compefent orientation in thes2 probleme of those
Soviet scientists and specialiscs who, to one or another degree, deal
with material whose publication might at first sight seem innocuous
and even necessary In the interests of the development and
propagation of scientific knowledge.

Above all, a great deal depends on the sense of responsibility
of every person in any way connected with our military-economic
potential - g sense of accountability te the nation and to the
society for cthe safeguarding of the information whi:-h has bean
entrusted to him; on our abjility to show restraint where there 1is no
reason for excessive cander, whers garrulousness in any form is
datigerous and simply criminal,

The wartime expres.ion "The talker 16 & find for the foe" is
equally valid in our divided postwar world.
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